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Overview

This document is intended to serve as a guideline to setup Interlink Networks Secure. XS Wireless
LAN Security (RADIUS) Server and Cisco Access Points (AP) to authenticate wireless local area
network (WLAN) clients that use Cisco's LEAP protocol. The scenarios covered in the document
include LEAP/EAP authentication and MAC address authentication in separate VLANs configured on
a dot1q AP. Accurately configuring the APs and the RADIUS server in each case is important. For
non-dot1q configurations, the security related configuration remains the same while the “Radio to
VLAN-mapping” configurations change.

For in depth configuration guidance, refer to the user guides for each product:

Cisco AP user guides can be found on: www.cisco.com .
Interlink Networks Secure.XS user guides can be found on: www.interlinknetworks.com .

Scope of the Document

This document accurately reflects configurations for the APs and Interlink’s Secure.XS servers for the
software versions below. Any future enhancements and changes to the user interfaces in the above
products would require the document to be updated accordingly.

Hardware and Software Versions:

1 Interlink Secure.XS (Linux) 6.1

2 Interlink Secure. XS (Windows) 6.1

3 Cisco AP350 12.01T1
4 Cisco AP1100 12.2-8.JA
5 Cisco AP1200 12.01T1
6 Cisco Aironet Client Utility (Win XP) 5.05.001

Document Revisions:

Revision Date History
1 3/6/03 First release

Modifications include, formatting and adding AP

2 3/21/03 : : o
configuration guidelines.

3 7/9/03 Added VLAN configuration instructions.

Co-authored by:

Cisco Systems, Inc.
and
Interlink Networks
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Interlink Secure.XS Server

I. Interlink Secure.XS Installation on Linux

1. Purchase a copy of Secure. XS (http://www.interlinknetworks.com/products/on2-4.htm). You will
Select Linux as the desired OS.

2. Run the Installer. You will need root access in order the install Secure.XS.
# Secure.XS.6.x.x.linux.bin (x's will be replaced by version downloaded.)

3. Install server components. Install the following components.

1- Server Binary Conponents
2- Server Configuration Files
3- Server Manager

4- Renote Control

ENTER A COVWNA- SEPARATED LI ST OF NUMBERS REPRESENTI NG THE COVPONENTS TO BE
| NSTALLED: 1,2, 3,4

4. Accept the Defaults. Press enter (about nine times) to accept all the default settings. You can
change them all later if you like. The installer will take several minutes to install of the selected
components. Installation should complete without errors.

5. Set a path to the server library. (Later, you should add this to your startup scripts.)

# export LD LI BRARY _PATH=/opt/aaal/lib

6. Start the server.

# [ opt/ aaal bi n/ radi usd

6. Test your installation. 'radpwtst' is a testing tool that acts like a RADIUS client.

# /[ opt/aaal/ bin/radpwt st -s |ocal host -w password test _user

The response should be:

"test _user' authentication K

If you get this response you have a running server that is correctly configured for RADIUS
authentication. If you do not get this response, something is wrong. If the server is not

authenticating the test user, it won't do much good to continue beyond this point.

If your server is authenticating the test user, you should proceed. There is some additional
configuration required to get LEAP working.

7. Start the Server Manager GUI. The Server Manager GUI runs from a tomcat web server. Start it
with the following command:

# [opt/tontat/bin/startup.sh

You should now be able to point your web browser to htt p: / / <i p_addr ess>: 8080/ aaa to bring
up the web GUI. Use the username and password that you setup earlier (adminaaa, adminaaa) to
login to the GUI.
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Il. Secure.XS for Windows Installation

1. Get a copy of Secure. XS (http://www.interlinknetworks.com/products/on2-4.htm). Select Windows
as the desired OS. Download the installer file to the computer where the server will be installed.

2. Locate the directory where the installer resides. Double-click on Secure.XS.6.1.x.windows.exe.
The installer will begin the installation process.

YT Interlink Networks Secure.XS Server = |EI[£[

= Introduction

il

A Inﬂuﬂﬁﬁhﬁ% InstallAmawhere will guide you through the installation of Interlink

" Chﬁ_nﬁs_éff_ il Metwaorks Secure XS Server.

a Chﬂng%?# [ti=s strongly recommended that yvou guit all programs and have
- FJE?—:I_E&EIH?IUUH =] administrator permissions before continuing with this installation
_ @ ConfgufEEeEr

W i Click the '™ext b.uttnn to prncged to the next .screenl. Ifﬁ;u.u wslmt to
T A change something on a previous screen, click the 'Previous' button.

e
: You may cancel this installation at any time by clicking the 'Cancel’
hutton.

[tz reneliere by fem s

Carncel | Freyvious Pt

3. Select Product Components - Install the Authentication Server, Server Configuration Files, Binary
Components, and Server Manager. These are the default options.
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Choose Product Components

Feature Set: |'I'_ﬁ,r_pical _1_-:{ .

Authentication Serer 2{
¥ Configuration Files '
Binary Compaonents

[ Remate Contral

Server Manager

K1

— Description

Inzizllimeslizie by Zern G

Cancel © Previous | | Nes

4. Choose Install Folder - Install Secure.XS into the default folder.

== P niin

i Interlink Networks Secure.iS Server !El
Choose Install Folder

Where Would You Like to Install?

CAPragram Files\nterlinkMetworks

Restore Default Folder | Choose...

[nsizllsrnsiere by Lern

Cancel _ Previous | | Next

5. Pre-Installation Summary - The next screen shows a summary of components to be installed.
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Choosing the defaults will result in the correct setup.

1 Interlink Networks Secure.XS Server 5; IEIE"F

Pre-Installation Summary

Please Review the Following Before Continuing:

-
it

Product Name:
Interlink Metwarks Secure X5 Server

_®» 'r‘:”‘n“nﬂgumﬁ“ﬁ?:—-'“ = Install Folder:
MR = CAProgram Filesynterlinkietworks

Bl

Product Components:
Authentication Server,
Configuration Files,
Binary Components,
Server Manager

Disk Space Information {for Installation Target):
Feouired: 683.713.752 bwtes l[

InzizllEmeelinre by Zerm

Cancel | Previous | Mext

6. Additional Configuration Information - There are some additional items that need to be configured.
Enter each one in turn and click "Next" in between each entry. To simplify the installation, select the
default values.

Enter Shared Secret

¥ Interlink Networks Secure. XS Server

Enter the shared secret far the lacalhost entry in the clients file. This
entry is required for the Secure X5 tools to communicate with the
Secure X5 Server.

Shared Secret | zocret

InsizllErenedizre b fem

Cancel | Previous | Mext I
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7. Installation Complete - The installer will indicate that the installation is complete. Click "Done" to
complete the installation process.

Y Interlink Networks Secure.XS Server T » oy ] B3 |

Install Complete

Intmdueﬁtlﬁ Congratulations! Interlink Metwarks Secure XS Server has been
Oh'OU_S'E-’f-F'fQﬁ' - successfully installed to:

e CAProgram FilesunterlinkNetworks
Pre-Installation Sum

Configufe Servet
Installing -
Install

Click "Done" to guit the installer.

IR D W3 3 (D

InsizllErmenlizre by Zern

Zancel | Erevious | Done I

8. Test the Installation - Verify that the installation and configuration is complete and correct. This is
done by running the Secure. XS Test Tool from the Start->Interlink Networks menu. Click on "Test
Authentication" to start the server and send a test request. Enter the test username and password
that you configured in the installation (test_user, password).

&Interlink Metworks Secure.XS Ser =10 x|

File

Adrmin IL':'QS I

Start Secure XS Server Stop Secure.5 Server

Yerify [nztallation T est Authentication

Launch Server kManager

If the "Test Authentication" returns successfully, you have a server running correctly. Now, click on
"Launch Server Manager" to begin configuring Secure.XS for LEAP authentication.
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lll. Configuring Secure.XS for LEAP Authentication

This section focuses on configuring Secure. XS using the Wireless LAN Wizard configuration tool. As

the Server Manager is web-based, this will be identical for both Windows and Linux installations.

1. Point your web browser to the Secure.XS Server Manager. If you installed the server on
<ip_address> then the URL is http://<ip_address>:8080/aaa. The following screen will appear:

a Select Configuration Tool - Microsoft Internet Explorer ;IEILI
Fle Edit Wiew Faworites Took  Help | :r'
. " = 1 . =
e Back = |ﬂ @ ._lj | /- Search S.{ Favarites @ Media {3 =" Links

Address Iiéj http:ii192.0,2,2:8080/ aaajinde:. hitml

jGo

Select Configuration Tool

| Wizard/Interface |Purpose

| Wireless LAN Wizard

|Easy set-up of simple wireless networks

Full Configuration Taol
functions and options

Complete access to all server features,

— o

[t Interlink Networks provides sewveral single-use wizards for setting up specific kinds of
I ) configurations as well as a full-function browser interface for managing all features
| TS of the server,

B

Select "Wireless LAN Wizard" to use the Wizard to configure Secure.XS. The WLAN Wizard consists

of six steps necessary to configure WLAN security.

1, Choose EAP Method. The following screen will allow you to select from a variety of EAP methods.

Since we are focusing on LEAP authentication, select "LEAP" only from the list:

¥ Select Configuration Tool
=¥ 1. Choose EAPR Methads
=¥ 2, Add Access Painks

- 3
F 4
¥ 5,
¥ 6

E

4|

et Up Dormain
Install Server Certificate
Choose User Database
Set Up User Datshase
Finish

[ [PEap-mschar
[ PEAP-MDS
M [rs

(@ |ear

[ [rrs

[ [rris-mos

[ lsrexe

Cocc SR -

For more compler configurations, please refer to your Administrator’s

documentation and use the full configuration tool

7} 1. Choose EAP Methods - Microsoft Internet Explorer ol x|
Fle Edt Yew Favorites Tools Help | "
@ Back - () - |ﬂ @ _jj /fj Search sj\? Favorites P Media (£2) ‘ - :? - Links >
Address [{&] http:/{192.0.2.2:8080/aasfservlot/com. nterink.aca, wizards. WirclessServIct? COMMANDNAME=LDAD RN
=
1. Choose EAP Methods

[ At There are a variety of EAP (Extended authentication Protocol) methods that

| (0 ] implement different kinds of wireless authentication. Checking maore than one

-!o‘ method will allow users to authenticate with any selected method.

Lo

2. Add Access Points. Now you will need to add the access points that will be secured by
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Secure.XS. By default, you can add four access points here. You can also click on "Click here to add
more APs..." to add additional blanks for more APs. You will also need to specify a shared secret for
each of the access points that you enter. This is the RADIUS shared secret that you entered during
the server installation (default was "secret").

a 2. Add Access Points - Microsoft Internet Explorer _ ID 5‘
File Edt View Favortes Tools Help | "

'S

Links

Q= - ) - ¥ [ (D] POscach Jpraics @reda €[ (2- s @ -
Address |g‘| http:/f192.0.2,2:8080) aaa/servlet/com.interlink. aaa.wizards . WirelessServlet?7COMMANDMAME=POST_EAPTYPESEMNERT_PAGE=devic j Go

-

2. Add Access Points

?‘_7“\- RADIUS servers must know the network address and unique shared secret of each
| {0 A Access Point that requests security services. Each of the aAccess Points configured
SR an this screen must be set up to use the 80Z.1x protocol,
b Select Configuration Taal |Access Point 1P or DNS Address | Shared Secret
=% 1. Choose EAP Methods I-I ERNER] ‘Isecrel
=% 2. Add Access Paints
w¥ 3, Set Up Dormain I‘I 92.02.5 “secret

=¥ 5. Chooss User Databaszs

=¥ €. Set Up User Database

=¥ 7. Finizh

=¥ 4. Install Server Certificate ‘ I “
‘ Click to add more &Ps...

Coac SR e

For more complex configurations, please refer to your Administrator’s
documentation and use the full configuration tool

-
4« | »

3. Set up Domain. This step allows you to configure a domain from which you would accept
certificates. Since we are not configuring any certificate-based authentication methods, click on the
"Next" button without any changes.

4. Install Server Certificate. This step allows you to install the server certificate that is required for
certificate-based authentication methods. Since we are not configuring any certificate-based
authentication methods, click on the "Next" button without any changes.

5. Choose User Database. This step allows you to select the user repository where your user
profiles are stored. Select "User File". This will allow the configuration of users stored in a local
database on Secure.XS. Click "Next".

a 3. Choose User Database - Microsoft Internet Explorer ;Iglil
File Edit Wiew Favorites Tools  Help | :;' [

»
Links.

- . = n =
- &Y - : ) < ., S, TL oL

e Back - ) x| (& _,ﬂ 7 Sestch *  Favarites @ Media {3 o=

Address [&] http:jj192.0.2.2:8080/aaafservictjcom. interlink. aaa. wizards. WirelessServlet XCOMMANDNAME=POST_USERSBNEXT_PAGE=location =] [E] o

— o

5. Choose User Database

¥ _“\: User names and passwords are stored in a user database or directory. You may keep
It A wour user names and passwords an this server {in a “user file”) or point to a
-,_.‘,‘ directory that serves many applications (such as LDAP or Active Directory?.

| User Database or Directory Type

& User File

% Select Configuration Tool
; ° | © LDAP
= 1. Choose EAP Methods

% 2. Add Accass Poirts

=% 2, Set Up Dornain

% 4. Install Server Certificate
% 5, Choose User Database
% 6. Set Up User Database
% 7. Finish

For more complex configurations, please refer to your Administrator’s
documentation and use the full configuration toal
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6. Add Users. This step allows you add users to the internal Secure. XS database. Since the
installation created test_user with password of "password", we can use that user for simple
verification of LEAP functionality.

‘3 6. Add Users - Microsoft Internet Explorer - O x|
File Edit Wiew Favorites Tools  Help ‘ -:,'
- S - . P . ~ (3. L B »
e Back. \) d @ \_h 7 Search \V{Favorltes GMedla ﬁ) [s = Links
Address I@ http:f192.0.2.2:5050/aaafservlet/com interlink. aza. wizards. Wireless Servlet FCOMMANDMAME=POST_DATABASERMERT _PAGE=next j Go
-
6. Add Users
[t Each user needs a unigue user name and password,
(150
REA.
|User Name |Passwurd |Cunfirm Password
||lESt_uSEr ||----|||- |||-------
¥ Selact Configuration Tool || || ||
1. Choose EAR Mathods
w2, Add Access Paints || |I ||
=% 3, Set Up Damain |C\ick to add more users...
¥ 4. Install Server Certificate
=} 5. Choose User Databsse
= &, Set Up Usar Database
3 7. emsh Back Next
For more complex configurations, please refer to your Administrator’s
documentation and use the full configuration tool
=

7. Finish. This last screen displays a summary of the WLAN Wizard Configuration. Click "Done" to
complete the Wizard and save the configuration.

‘6. Finish - Microsoft Internet Explorer =10l x|
Fie Edit ‘Wiew Favortes Tools  Help | ':!' C
N G M . " . TR — X £5Y
e Back - -J e \ﬂ @ ;h ‘ P ) Search i\{Favontes e Media {‘3‘ | [: = - Links
Address I@ http:/f192.0,2,2:5080/ aaafservlet/com.interlink, aaa, wizards. Wireless Serviet PCOMMANDNAME=POST_USERSEMNEXT PAGE=next j Go

B
7. Finish

[ At You have now defined the following configuration for your Secure. XS Server.,
l{_ / Clicking DONE will save your configuration and exit this wizard, You can make
.!‘,‘ changes with the BACK button or by clicking on the navigation steps to the

left. Closing your browser will discard all changes.

You have configured:
=% Select Configuration Tool
=¥ 1, Choose EAR Methads
w2, Add Access Points

» EAP Mothod(s): LEAP
» 2 gccess device(s) configured
n 1 users) configured
L]

=% 3, Set Up Darmain ; .
i No server certificate installed

=% 4, Install Server Certificate
=% 5, Choose User Database
} &, Set Up User Database
=¥ 7. Finish

Cooc JRN 0o

=

8. Restart the Server. Once the Wireless LAN Wizard finishes saving the configuration, you will be
redirected to the "Administration" screen in the Full Configuration tool.

Click on "Restart" to load the configuration changes that you just finished. Notice that you can click
on "Wireless LAN Wizard" to rerun the wizard.
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- Interlink Networks Secure.X5 Server Manager - Microsoft Internet Explorer =10l =]

File Edit Wiew Favorites Tools  Help | a'
e Back - O - @ @ \/_h | p Search “i\r\? Favorites a Media @l ‘ B - .:__\5 R Links
Address @ hitkp: {192.0.2. 2:8080/ 388/ Fulinde_ie. htrl | Gao
—
LA 4
1 ]
-5 INTERLINK Secure.XS Server Manager
-mﬂ= NETWORKS
r@— Server Connections
@ Administration _ "
 o— Load Configuration Administration
- Edit Configur ation Command Description Options Help
@ — Access Devices :
@ — Proxies Start the Secure XS Server &" l
F@— Local Realms ?
@ — Users Stop the Secure. XS Server £
i — Server Properties i ?
 o— Save Configuration estart the Secure XS Server £z
ot Maintenance
@ — Server Logfile Status of the Secure X3 Server é" l
@ — Accounting : J ] ?
@ — Statistics Secure XS Server Time £
i Sessions
—@— Wireless LAN Wizard Command: Restarting Secure X5 Server(s)
L — Help

Restarting Secure XS Server: localhost
Server Restarted

Result:

| Secure XS Server Statug

¥ localhost @&

G.1.0BetaZ 3 Interlink Netw

At this point, the server is running (notice the green "GO" symbol). Secure.XS is ready to
authenticate LEAP users.

IV. Configure Secure.XS for MAC Authentication

Confiuring Secure.XS to perform both MAC address and LEAP authentication requires using the
Secure. XS Full Configuration tool. You will need to create a new "realm" for your LEAP users and
enter the MAC addresses of those devices that will authenticate using their MAC Addresses.

1. From the Full Configuration Tool main screen, click on "Local Realms". Click on "New Local
Realm" to add the new realm as shown below.
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Zj Interlink Networks Secure.%5 Server Manager - Microsoft Internet Explorer

‘ Links ’j

Secure. XS Server Manager

Local Realms
Configuration Originated from localhost
Yaneas  Admin. l Type B DNS/File B

=101 x|

B

MNew Local
Healm
NEFAU

Warning: The modifications are taken into account only after the
configuration has been saved and the server has been stopped and
started using the stopfstart commands from the administration menu

File Edit \View Favorites Tools Help
Address |@ hitp: 192, 166.6,25:0080) aaafFulindex_ie. html
i 7 INTERLINK
i, NETWORKS
—@— Server Connections
e Administration
—@— Load Configuration
e 3 Edit Configuration
@— Access Devices
e Proxies
@ Local Realms
e Users
-@— Server Properties
—@— Save Configuration
e Maintenance
@— Server Logfile
—@— Accounting
re— Statistics
-e— Sessions
e Wireless LAN Wizard
~@— Help
| Secure.XS Server Status
¥ localhost @

6.1.0Beta?

terlink Nt

2. Add the realm "leap

shown below.

.com". The name of the realm is not important. But all LEAP users will use the
realm as a postfix to identify them to Secure.XS. Configure the realm for LEAP authentication as

2 Interlink Networks Secure.XS Server Manager - Microsoft Internet Explorer =100 x|
Fle Edt View Favortes Tooks Help ke 2| A
Address [{€] hetpii/152. 168.5.25:8080/as4{fulindex_je-htr =1

Fy
| (1)

S I GRNK
Server Connections
Administration
Load Configuration
Edit Configuration

Access Devices

Proxies

Local Realms

uUsers

Server Properties
Save Configuration
Maintenance

Server Logfile

Accounting
Statistics
Sessions
Fe— ‘Wireless LAN Wizard
~e— Help

Secure XS Server Status

¥ Iocalhost @

Secure. XS Server Manager

Local Realms: Modify Local Realm

Local Realm Attributes

Name: eap.com 2
Realm Type: |Authenncaﬂnn j i
User Profile ]
Storage: [UserFile =l L
' User Profiles Grauped By Realm & User Profiles in Default File

User Storage 2
Parameters: File Name: I

& EAP Authertication € Passward Authentication
MDS - 1
MSCHAR =

SPEKE

I 2
a
L ©YES @ NO 4

)

3. Add the user to be authenticated using LEAP. This is done by clicking on "Users" from the

configuration menu and then clicking on "New User".
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2} Initrerlink Metworks Sen Serere Manager - Micensalt Inteenet Beplores

Fio Bl View Favedes Toos Hebp |tk |
s [ bhup: 192,168,625 508U seslfullrades_se bl A8

EH’; IN_T,I\ERLINK Secure.XS Server Manager

@ — Server Connaections
™ Adminksiration Users
e Lo Configuration ¢ ration Originated from localhost
e Celit Configuration “eami Admin. B Auth.type eply Service B Move B
I Access Devices
e Pk
F@—  LocalRealms
@ Users
‘e Sarver Properties
e Saver Confligur atinn
. Maintenance
[ ] Servar Loyglte
Fo— Acounting
F@—  Staistics
e Sessions Wamning: The modificalions are taken Infa ACCOURE only after the
® Wiralass LAN Wizard configuration has been saved and the server has been stopped and
e Holp slerted using the stop/slert cormmands Irom the admimistration menu.

Secure X5 Server Status

P ioainost @

ks Ine. Al Rights Raservnd

4. Add the LEAP user as shown below. Note that the user must have the user@realm form where
"realm" is the LEAP realm that was configured above. Click "Modify" when you are done.

Z) Interlink Networks Secure.XS Server Manager - Microsoft Internet Explorer - X
link k ft k [m]
File Edt View Favorites Tools Help | Links ’j aw
Address IE hitp: /192, 168, 6.25:8080/aaa/fulindex_ie html | Go
“ i
i ‘NTERUNK Secure.XS Server Manager
ORKS
—@— Senver Connections
le— Administration General  NAS/Login Framed Others Free
re— Load Configuration Users: Modify User I~
[ Edit Configuration General Attributes
re— Access Devices
le— Proxies User Name: lser@leap.com i) b
re— Local Realms : i e = ]
@ Users LTITYTYTTTTY il
-@— Server Properties [ssesnssssns 2
~@— Save Configuration . N [ Pizin Text j 2
[ Maintenance Iﬁ 7
~@— Server Logfile i =
@ Accounting I j‘ U
re— Statistics
o — Sessions
re— Wireless LAN Wizard ]
o e Hel =
" z
2
‘ Secure X5 Server Status

= localhost @&
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5. Modify the NULL realm to authenticate the MAC address devices. Click on "Local Realms" from
the Secure.XS configuration screen. Edit the NULL realm to authenticate using passwords as shown
below:

3 Interlink Networks Secure.XS Server Manager - Microsoft Internet Explorer ] ]
Fle Edt View Favorites | Toos Help | o
Q-0 -HMR@@Pee|r - | unis =
Aeddress [ 2] hetpif[152. 166.6. 2516080 aas Fullndes_is Herl EI=E
€ 0 INTER
R e Secure.XS Server Manager
EiA. NETWORK
re— Server Connections
e— Administration Local Realms: Modify Local Realm
re— Load Configuration Local Realm Attributes
o Edit Configuration NULL 7
@ Access Devices —
le— Proxies |Authentl:annnj 2]
@ Local Realms |User Fil ;I l
@ — Users
@ Server Properties C' User Profiles Grouped By Realm & User Profiles in Defult Fils
@ — Sawve Configuration 7
o Maintenance Parameters: File: Wame: =
@ — Server Logfile
@ — Accounting
l@— Statistics £ EAP Authentication % Password duthentication
e — Sessions i FEAPMSCHAF < 2]
@ — ‘Wireless LAN Wizard ;%AEP'MDS
le— Help MSCHAP =l
| | 2]
‘ Secure X5 Server Status Filter IO 2
sion Tracking: JEal' 2KCH 1] 2
¥ Iocalhost @&
o

6. Add MAC Addresses. You can do this by adding a user with both username and password set to
the device MAC address as shown below:

“J Interlink Networks Secure.Xs Server Manager - Microsoft Internet Explorer =10 x|
File Edit Wiew Favorites  Tools  Help | Links ** ‘ ?
Address @ http:/ 192,168 ,6,25:5080/aaaFullindex_je.html | Eee
i INTERLINK
REa. NErORcs Secure.XS Server Manager
r®— Server Connections
le— Administration General NAS/Login  Framed Others Free
re— Load Configuration Users: Modify User
e Edit Configuration General Attributes
re— Access Devices
Le— Proxies User Name: 04096359028
re— Local Realms 5[]
L@ Users sssssssssns 2
@ Server Properties |snsssensnns 2
r@— Save Configuration Flain Toxd j B
[ Maintenance l—;[ 7
@ Server Logfile =
@ Accounting :[' i
re— Statistics 2
-o— Sessions 2
re— Wireless LAN Wizard ]
Le— Hel —
@ elp o]
1
‘ Secure. XS Server Status =
W localhost @
=
@
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7. Save the configuration and restart Secure.XS. At this point you should save your configuration
changes by selecting "Save Configuration" from the menu. Once the configuration is saved, restart
the server and everything should be ready.

-3 Interlink Networks Secure.XS Server Manager - Microsoft Internet Explorer o ] 4
File Edit ‘“iew Favoritkes Tools  Help | Links ** | :,'
address [&] htps/j192.166.6.25:6000/aaaffulindex_ie, itm| | e
7=
{ /
- INTERLINK Secure.XS Server Manager
M. NETWORKS
-r@— Server Connections
re— Administration
e— Load Configuration Save Configuration
[ Edit Configuration
r@— Access Devices Which Secure XS Server(s) do you wish to push the configuration
F@— Proxies to (configuration originated from localhost):
r@— Local Realms
l@— Users ¥ localhost
~@— Server Properties
e Save Configuration
L == o
@— Server Logfile
r@— Accounting
e — Statistics
e Sessions
re— Wireless LAN Wizard
B Help
‘ Secure. XS Server Status
 localhost @
nterink Metworks Inc., All Righ

V. Adding Support for VLANs

Cisco Aironet Access Points support 802.1Q for VLANs. One flexible method for assigning VLANs
involves assigning a VLAN ID using RADIUS attributes.

Secure.XS can assign VLANSs on a per-user basis. In order to enable this, some attributes must be
added to the Secure.XS dictionary file.

On Linux systems, this is

[ etc/opt/aaaldictionary.

On Windows, the file is

C.\Program Fil es\InterlinkNetworks\ AAASer ver\ raddb\di ctionary.
Add the following dictionary entries:

Tunnel - Type=VLAN 13
Tunnel - Medi um Type=802

(On Secure. XS 6.1.2 and newer, these attributes are already defined).

In order to enable VLAN tagging for a user, add the attributes into the users profile using the
Secure. XS Server Manager. The following screenshot shows an example.
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' Interlink Networks Secure.XS Server Manager - Mozilla ] 54
o File Edit Yiew Go Bookmarks Tools Window Help |

=

i3 INTERLINK Secure.XS Server Manager

\dll.. NETWORKS

r@— Server Connections [=]
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Cisco Access Point Configuration

Cisco AP1100

NOTE: The content provided in this document is not intended to be a step-by-step
configuration guide. Please refer to appropriate AP’s configuration guide for detailed steps.
After configuring APs, use the screen-shots below to verify accuracy of configuration.

1. Log into the Access Point by pointing your browser it IP address. Go to the 'Security' menu on the

left side of the page. There are four configuration screens to complete. They are "SSID Mananger",
"WEP Key Manager", "Server Manager" and "Advanced" (can be found in the area shown).

AP1100: Configuration

. Socerity - Fcrasolt Tt Enslsrer

e e Ve b e
| ackbems [ ] b 1152198 30 50

e
i Wi ﬁ

Cisco 1100 Access Point

Lisea Srszent

AR5 APY gl 1 10 mens:

I
| —
(| e ey arapar |
|| Zevernnger |

MAL Arldresses Authunticated by T Local List Cnly
T Authintxcdion Barar Dy

. fathntication Sanear f ot fauni in Local List

MAC AuthenticaGes Cliant Hadatt: = Dissble HoHof
7 Enable Holdaf with Irearsat [B10 [1-65555 sa)

Apphy | - Cencel

| Lincst MAT Addrmss List

2. Configure SSID Managers

The SSID Manager configures the authentication methods allowed for each SSID. Multiple SSIDs
can be added and each can be related to a different VLAN.

AP1100: “partners” SSID EAP/Network EAP Configuration
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Configure WEP Key Manager - The WEP Key Manager configures the encryption modes for the
WLAN. Configure "Mandatory" WEP Encryption as shown below:

A Lisco 10% Series AP - Security - AP/Chent Security - Microgoft Intermet Explorer

=8| x]
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SetE Mode and Keys for VLAN: [ D VAN
T neryption Mode and Keys for
Adrnin Access E BModes
521D Mansger =
'WEP Key Manager | C Mone
Sarver Manager [Wiandaiory =]
Advanced Securty EAEs
Cisen Comphant TKIP Features: [ Enable MIC I Enable Per Packet Keying
| WER Ky
Encryplion Keys
Transmit Kiy Encryption Key (Hexadecimal) Kuy Siz
Encryption Key 1: " By 128 bit x
Encryption Key 2: - 128 bit =
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|
53] | ' Inbesret
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4. Server Manager - The Server Manager configures that Authentication Server that will be used.
This should point to the Secure.XS installation. The RADIUS shared secret that was configured
during the Secure. XS setup will also be entered here. The default Authentication and Accounting

Ports are 1812 and 1813, respectively. Select "EAP Authentication" and "MAC Authentication" to
accept both types of authentication.

Interlink Networks Secure.XS - Cisco LEAP Deployment Guide Page 18



AP1100: AAA Server Setup
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5. Advanced Security — On the “Advanced Security” page, set the MAC address authentication setting

AP1100: MAC Address Authentication Configuration
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to as shown.
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6. Final configuration check on AP1100

AP1100: Dot1q Configuration Final Check
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Cisco AP350 and AP1200

The user interfaces of the Cisco AP350 and AP1200 are nearly identical. Screenshots are presented
from the AP350.

1. Select Security from the Setup Menu

AP1200/350: Main Setup
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2. Multiple SSID configuration — For e.g. SSID partners — shows a typical EAP setup, while partnersV
— shows a MAC

authentication setup, while
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AP1200/350: “partners” SSID configuration

A HE-dot 1q-AF L AP R g Infomal S510 ¢ - Hicrssal Intorek Explaser

Fle Bl Ves  Fasgrbe:s - Took  bep

wtt - % - QA A Ben reena Gy |-

Fkram |ﬂm| N e, R Ryt ol T, v Bt i et e Do £ ) o Bl i | RSt e B ] b % 1

APLND-dettg-aPL AP Radio: Internal 5510 #1 Lisca Sisteus

Clren 130 Srrier AF L20IT

Eo

Mg | Ml Upzms (012506
Diewce AT Eadia Intermal

Gepae SetTD (SN Clhsvee D

Crarrens Mhamter of A smormbicn 1]

b esrien Hunbeer of B oo oo 0

Prooy blotde [5 5 exsdided Ty Snps

Diefmek ST AN [Tr

Dizfazk Pelicy Group T L] Hone =

Arcepi Aushentoation Tipe
Bagure EAP
Diefuidr Dlystast Fuddie i Flter

parr Hake of furem- Reprd W
Aophe| OF | ‘Cancdl | Pasom Ot |
MmNl Heir
[ Eo s e el R T Ao, 0 S v S [T 118

AP1200/350: “partnersV” SSID configuration for MAC Authentication
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2. From the Security setup screen, select "Authentication Server". Configure the IP Address and
shared secret for the Authentication Server to be used. In addition, select "User server for: EAP

Authentication and MAC Authentication” as shown below. When complete, click "OK".
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AP1200/350: AAA server configuration
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3. Accounting server setup screen, define the RADIUS server ip, port #, shared secret and enable the

service. Select both EAP and non-EAP for MAC authentication stations to take advantage of
accounting.

AP1200/350: AAA server for Accounting
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4. WEP setup - select "Radio Data Encryption (WEP)".

21 AP1200-dot1q-AP1 VLAN ID #3 - Microsoft Internet Explorer
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5. Enable MAC Authentication - Click on the "Address Filters" link from the "Setup" Menu. On the
Address Filters page, enable "Lookup MAC Address on Authentication Server if not in Existing List?"
and "Is MAC Authentication alone sufficient for a client to be fully authenticated?" as shown below.

AP1200/350: Address Filter/MAC Authentication Setup
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Cisco-Aironet Client Utility Configuration

You can configure the ACU by creating two separate profiles, one for MAC authentication and one for
LEAP authentication. For LEAP profile, follow the user guide to set the client for “LEAP”. For the
MAC authentication, follow the user guide to set the client for static WEP, 128 bit (that matches that
set in the AP).

Once you have configured these profiles, you should be able to authenticate using either one. Each
profile will cause the AP350 to generate a RADIUS request to authenticate the user.
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INTERLINK

Interlink Networks is a leading developer of access control and security software for wired and
wireless networks. The company’s standards-based solutions enable secure wireless LAN networks
through strong 802.1x authentication. Interlink Networks provides software solutions for OEMs that
scale from SOHO to enterprise to carrier-class platforms.

For more information, please call (734) 821-1200 or visit www.interlinknetworks.com.
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